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DACSES Project Technical Requirements 
Section 4.6 Addendum 

 
 
Following are specific project requirements.    
 
1. Project Site 

The vendor is wholly responsible for the project site IT technical environment, including but not limited 
to, voice and data networks, video conferencing, and security.  The site must be secured to safeguard 
IT resources.  The procurement and costs strategy for the hardware and software for staff at the 
project site must be identified in a separate schedule in the bidders cost proposal.  In accordance with 
Appendix F of the RFP, the state reserves the right to purchase such hardware and software directly.  
Hardware and software procured with project funds must meet state and DHSS standards and will 
become the property of the state.   
 
The vendor project site must have internet accessibility for communicating with state staff and 
systems utilizing SSL VPN and SFTP.  The vendor will assume costs associated with SSL VPN 
accounts. 
   

2. Staff 
All vendor staff working on this project will be subject to a criminal background check (CBC) 
conducted by the State Bureau of Investigation. The vendor will be responsible for the cost of staff 
CBCs.  The cost of a federal and state criminal background check is $69.00.  State of Delaware’s 
Department of Technology and Information (DTI) Chief Security Officer will make the final decision on 
whether a criminal background check which is performed less than 6 months from start of 
employment is still valid.  In order to make a determination, the following information is required: 
 

1. Who did the criminal background check?  Was it the federal or state government? If state 
government, which state performed the CBC? 

2. What was the date of the clearance? 

3. Copy of the certified letter of the clearance notification.   
 

Information on the criminal background check process is available at the SBI website at the following 
URL: http://dsp.delaware.gov/SBIinfo.shtml#CrimHist 
 
 
They will be required to fill out DTI’s Acceptable Use Policy and the DHSS Non-Disclosure agreement 
for necessary authorizations before starting work at the project site. Vendor staff will adhere to all 
State, DHSS and IRM policies, and are subject to the same security requirements as state staff.  
Vendor staff will be granted access to state facilities as appropriate and/or required in accordance to 
department policies. 
 

3. Hardware and Software 
All hardware and software purchased to support the solution for this project will become the property 
of the State. All project hardware and software must adhere to State and DHSS standards. All 
software licenses procured for this project will be licensed in the name of State of Delaware, 
Department of Health and Social Services to prevent transition issues at the conclusion of the 
contract.  In accordance with Appendix F of the RFP, the state reserves the right to purchase such 
hardware and software directly.   
 
 
All project documentation will be accessible and stored via Windows SharePoint Services (WSS) 
Server, currently hosted by the DHSS DCSE PMO.   
 



Only the development environment, including the file and print servers will be located at the project 
site.  The vendor is responsible for backing up and disaster recovery of the development 
environment.  Vendors will take the necessary measures needed to restore their IT environments.  All 
other environments will be housed at the Biggs Data Center in New Castle, DE.    
 
The vendor must identify staff responsible for migrations for the environments hosted at the Biggs 
Data Center.  
 

4. System Architectural Requirements 
Please see State of Delaware System Architecture Standard and DHSS IT Environment Standards 
for more information. 
 
Architecture diagrams are a key component in terms of the proposed system meeting state 
architecture requirements.  As part of contract negotiations, the selected vendor will be required to 
work with the State Project team to produce a preliminary set of architecture diagrams that 
demonstrates compliance with State and DHSS architecture standards.   

   



Additional DTI Requirements for Standards, 
Cyber Security, and Confidentiality 

 
 
 
STANDARD PRACTICES: 
With respect to work provided to or conducted for the state by a contractor, the contractor(s) shall 
be responsible for the professional quality, technical accuracy, timely completion, and 
coordination of all services furnished to the state.  The contractor(s) shall follow practices 
consistent with generally accepted professional and technical policies and standards. The 
contractor(s) shall be responsible for ensuring that all services, products and deliverables 
furnished to the state are coordinated with the Department of Technology and Information (DTI) 
and are consistent with practices utilized by, or policies and standards promulgated by DTI.  If 
any service, product or deliverable furnished by a contractor(s) does not conform to State 
policies, standards or general practices, the contractor(s) shall, at its expense and option either 
(1) replace it with a conforming equivalent or (2) modify it to conform to State policies, standards 
or practices. 
  
 
CONFIDENTIALLITY AND DATA INTEGRITY: 
The Department of Technology and Information is responsible for safeguarding the confidentiality 
and integrity of data in State computer files regardless of the source of those data or medium on 
which they are stored; e.g., electronic data, computer output microfilm (COM), tape, or disk. 
Computer programs developed to process State Agency data will not be modified without the 
knowledge and written authorization of the Department of Technology and Information. All data 
generated from the original source data, shall be the property of the State of Delaware.  The 
control of the disclosure of those data shall be retained by the State of Delaware and the 
Department of Technology and Information.   
 
The Contractor is required to agree to the requirements in the CONFIDENTIALITY AND 
INTEGRITY OF DATA STATEMENT, which will be provided to the selected vendor. Contractor 
employees, individually, may be required to sign the statement prior to beginning any work. 
 
 
SECURITY: 
Computer, network, and information security is of paramount concern for the State of Delaware 
and the Department of Technology and Information. The State wants to ensure that 
computer/network hardware and software does not compromise the security of its IT 
infrastructure.  The SANS Institute and the FBI have released a document describing the Top 20 
Internet Security Threats.  The document is available at www.sans.org/top20.htm for your review.  
The Contractor is guaranteeing that any systems or software provided by the Contractor are free 
of the vulnerabilities listed in that document.  
 
  
CYBER SECURITY LIABILITY: 
It shall be the duty of the Vendor to assure that all products of its effort do not cause, directly or 
indirectly, any unauthorized acquisition of data that compromises the security, confidentiality, or 
integrity of information maintained by the State of Delaware. Vendor’s agreement shall not limit or 
modify liability for information security breaches, and Vendor shall indemnify and hold harmless 
the State, its agents and employees, from any and all liability, suits, actions or claims, together 
with all reasonable costs and expenses (including attorneys' fees) arising out of such breaches. 
In addition to all rights and remedies available to it in law or in equity, the State shall subtract from 
any payment made to Vendor all damages, costs and expenses caused by such information 
security breaches that have not been previously paid to Vendor. 
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